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Victoria Whitlock

• Boeing Information Security  

• OS, Virtualization, Security and  Database SME 

• Speaker @ IOUG Collaborate, VMworld, Oracle Open World, Women in 
Technology

• Contributions: PCAOB, PCI 

• 10 years at Oracle – databases, data warehousing 

• 15 years at Boeing – Information Security, Operating Systems 

• 8 years Consulting – Compliance 

• 4 years of Audit 

• 20 years of Teaching – High School to University 

• PMP, CISA, Oracle Certified Professional 
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Marlin McNeil

• 22 years Oracle DBA/Architect, Oracle RAC, Experienced in Extended 
Distance Clusters, Data Center Design, PCI Compliance

• Network Engineer (Sandia National Laboratories contract) (1991 – 1996)

• Principal Oracle DBA/Oracle Architect/Technical Services Director -
Justice Systems, Inc. (1996 – 2011)

• Co-Founder, CTO, Senior Solution Architect - Oracle – The Yucca Group 
(2011-Present)

• Speaker @ IOUG Collaborate, VMworld, VMware Partner Exchange, New 
Mexico VMUG

• Technical Editor for “Virtualizing Oracle on vSphere”

• Blog: http://yuccagroup.com/index.php/yg-blog
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Jeffrey Hutchins

20+ years specialization in the Oracle Technologies

– Consultant

• Project /Program Management, Cloud Computing, Security, Governance, 

Compliance, Architecture, COE's, Maturity Model Assessments, Integration…

• Member: VMWare Oracle Technical Advisor Group.

– Speaker

• Oracle OpenWorlld - 15 years, ODTUG, Collaborate OAUG, GS-1…

– Oracle Manager /Contributor /SME / Educator

• B2B, SOA Suite for Healthcare, SOA Suite, OWB, DWH, BI… 

• In the top 3% of Oracle University Instructors

– Educator

• K - 12 (Public, Private)
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Marie Deschene

• 7 years in Oracle Development

• Experienced Oracle ERP DBA

• Experience Release and Quality Manager

• Leader of multiple offshore and onshore teams

• 10+ creator of training course material including university level course material

• University professor for 4+ years

• Leads large corporate deployments

• 8 years SDLC leadership experience and training
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Overview

– Business Case - Protecting your most valuable asset
– Pain Points 

– The Business Impact

– The Regulatory Requirements 

– The Impact of Security Incidents 

– The impact to your business 

– Case Study - Safely leveraging your most valuable asset
– The Business /Goals

– The Environment  

– Executing the Project 

– Process Options

– Automating the Process

– Best Practices

– Summary
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Business Case
Protecting your most valuable asset

“Your Information”  

Through this exercise we will address:
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Perimeters

Networks

Devices

Applications

Data

What can happen if you do not address 
the Security of the entire ecosystem

How to protect the Confidentially, Integrity 
and Availability of you information

Security
Governance
Compliance

Best Practices
Standards
Regulatory



The Business Impact 
Data Breach Investigations Report (DBIR) 2018

What is the Impact to your business ?

• 53,308 security incidents - 2,216 data breaches

• Errors were at the heart of almost one in five (17%) breaches.

• 86%  of opportunistic cyberattacks target manufacturing.

• 47% of breaches involved the theft of Intellectual Property to gain competitive advantage.

• 68% of breaches took months or longer to discover.

• Ransomware is the top variety of malicious software, found in 39% of cases where 
malware was identified.

• Cybersecurity risks are products of three elements: Threat, Vulnerability, and Impact.
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Pain Points 
The Problem Statement

What must be addressed ?

• Non-repeatable processes/Stove Pipe Mentality

• Licensing cost (e.g. Oracle, SQL Server)

• Hardware Utilization

• Storage considerations

• Production Data in non-production environnements

• Critical expensive resources doing mundane tasks

• Data Spills/Exfiltration of Data

• Privilege Escalation

• Encryption: Key reuse and Data-in-Fight  / Data-at-Rest

• Security/Regulatory Risk
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The Regulatory Requirements
Industry /Federal /International

National Institute of Standards 
& Technology (NIST)

• NIST 800-171 – Covered Defense Data

Sarbanes-Oxley Act of 
2002 (SOX)

No Electronic Theft Act of 
1997 

General Data Protection 
Regulation (GDPR) EU

Payment Card Industry Data 
Security Standard (PCI-DSS)

Federal Aviation 
Administration (FAA)

BASEL I, II, III Accords 
(Banking)
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The Impact of Security Incidents
Examples /Cost

• Impact: 76M  households & 7M small 
businesses

JP Morgan Chase: July 2014 

• Impact: Credit /debit card and/or contact 
information of up to 110M people 
compromised

Target Stores: December 2013 

• Impact: 3B user accounts

Yahoo: 2013-14 

• Impact: 175M people

Experian: 2017  

• Impact: Personal information of 22M 
current & former federal employees

US Office of Personnel Mgmt. (OPM) 2012-14

3.6M per breach: IBM 2017 Breach Study

• Additional costs?

• Investigation

• Loss of competitive advantage

• Future sales

• Loss of intellectual property 

• Loss of reputation 

• Fines for failure to follow regulation

• Increased costs of insurance 

11



The impact to your Business
Perception /Cost /Loss

Loss of Intellectual Property 

Making the news in a 
BAD Way 

Additional cost for 
cyber insurance 

Loss of customersLoss of trust 

Additional unexpected 
cost for new process & 

procedures 

Opportunity loss

12



A model to identify multiple security countermeasures to protect you information. 

✓Security 

✓Operations

✓Layers

Defense-in-Depth
The Castle Approach
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The Case Study
Safely leveraging your most valuable assets 



Case Study 
The Business & Goals

The Business

A premier site for personalized recommendations in the Food and Beverages industry. 

“Enabling a community where each member, can obtain recommendations based on their 
personal taste, leveraging the experiences of other members and industry expertise. 

Not just within, but across domains, growing with the member’s taste and suggesting items 
/pairings that were not even considered.” MyPairings, LLC ©

The Goals

– To enable testing of new Algorithms /Applications in a production similar environment.

– To clone a production environment to non-production environments: Test & Development. 

– Ensuring proper:

• Obfuscation of the production data in a non-production environment

• Security in the process: Confidently, Integrity and Availability at all levels.

• Governance, Compliance to Best Practices, Standards & Regulatory requirements.
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The Environment 
VMware /Oracle Tools
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vCenter Server A platform to manage VMware vSphere environments

vSphere Client A client to access vCenter Server

ESXi Server A Type - 1 Hypervisor: Process that separates OS & Apps from physical hardware

vRealize Automation A platform to build and manage heterogeneous hybrid clouds

vRealize Automation (VRA): Application delivery and container management

NSX A SDN network virtualization and security platform

Database 12c EE A high-performance, enterprise-class database

Data Guard 12c Ensures HA, data protection, & disaster recovery for enterprise data

OEM Cloud Control 13c Web-based tools aimed at managing software hardware produced by Oracle 

SQL Developer An Integrated development environment for working with Oracle databases

VMware /Oracle Tools

Management
Profile: Specify Resource Limits for users
Resource Management: Optimize Resource allocation
Workspaces: Optimize Resource 
Auditing: Enhanced protections, early detection of specific activates & finely tune Security responses
Data Obfuscation: Specify Data Masking



Environment
VMware /Oracle /PureStorage

Enterprise Manager

Cloud Control 13c 

Production SandBox Test

Development

vSphere
Version 6.5.0.2

Standby DB

vRealize
Version 6.5.0.20000

Windows Server  2016
Version: 1607 

Oracle Enterprise Manager

DNS: mmoem01.vslab.local
IP: 192.168.150.10
Host: sc2esx15.vslab.local

vSphere

DNS:: sc2dc01.vslab.local
IP: 172.16.31.6
Host: sc2esx09.vslab.loca

vRealize

DNS: vra.vslab.local
IP: 172.16.31.1
Host:

Windows Server 2016

DNS:
IP: 172.16.31.13
DNS: vra.vslab.local

Oracle Linux 7 (64-bit)

DNS: mmora18.vslab.local
IP: 192.168.150.18
Host: sc2esx15.vslab.local

Oracle Linux 7 (64-bit)

DNS: orastby.vslab.local
IP: 192.168.150.19
Host: sc2esx16.vslab.local

Oracle Linux 7 (64-bit)

DNS:: sandbox1.vslab.local 
IP: 192.168.150.21
Host:

Oracle Linux 7 (64-bit)

DNS: 
Host:
IP:

Oracle Linux 7 (64-bit)

DNS: 
Host:
IP:

NSX
Version 

NSX

DNS:
IP:
Host:
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Process Options
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Option 1: 

Standby Database

Option 2:

Prod Database

Option 3:  

Template

NSX 

Micro-segmentation

Option 2:

Establish a Virtualize 

Network: NSX - VSwitch

?

Production SandBox
Change:: 

Users  /Passwords 

Mask Data

Test
Change: 

Users  /Passwords

Development
Change:

Users  /Passwords

Clone Database

?

Option 1:

Change IP /Host Name

Security /Network Virtualization Environments



Cloning a VM Production Database for Non-Production use 

Executing the Project
The Process
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• Standby /Production /Template Step 1: Create the Clone

• Network /Virtual Network Step 2: Configure Network Security

• Host /IP /ServicesStep 3: Configure VM & Database

• Users /PasswordsStep 4: Configure Users

• Data ObfuscationStep 5:  Mask Production Data

• Virtual Firewalls & Access Control ListsStep 6: Micro-Segmentation

• Database  /ASM /HAS /AgentStep 7: OEM Registration



Step 1: Create the Cloned VM
Template /Standby /Production

Clone the Production Database: Using VMware vSphere

• Option 1: Clone Standby Database
– Production NOT shutdown

– Storage agnostic 

– License considerations

– Latest instant data

• Option 2: Clone Production Database 
– Production MUST BE shut down

– Must address VM & Storage

– License considerations

– Latest instant data

• Option 3: Clone a Template of  Production
– Production MUST BE shut down to create template

– Not current data

– License considerations
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Step 2: Configure Network Security
Network /Virtual Network

Select Network option:

• Option 1: Existing Network
– Change/ Update:

Hostname  / IP Address Database Service Name

High Availability Services (HAS) Automatic Storage Mgmt. (ASM)

– Register in OEM

• Option 2:  Establish Virtual Network 
– Keep

Hostname  / IP Address Database Service Name

High Availability Services (HAS) Automatic Storage Mgmt. ASM) 

– Register in OEM
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Step 3: Configure VM & Database
Host /IP /Services
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Note:

Automatic Storage 

Management (ASM)

Privileges are removed automatically, If you do not 

follow the proper sequence..   

Enterprise Manager 

(OEM)

When registering  the new database in OEM 

• The Agent Directory should be deleted prior  to 

registration

• Check the access rights of the user: The 

process will not be able to execute the root.sh 

in the agent directory and it will have to be run 

at the command line

Option 1: Existing Network

• VM - Update
– Hostname 

– Network address 

• Database - Update
– Hostname 

– Service Name

– High Availability Services (HAS)

– Automatic Storage Management (ASM)

• Register in OEM

Option 2: A Virtual Network

• VM
– Use existing configuration

• Database

– Use existing configuration

• Register in OEM

Address issues using either an Existing or a Virtual Network



Step 4: Configure Users
Users /Passwords 

Addressing access from the data to the Application on the new Cloned Virtual 
machine

• Update Users /Passwords (Administrators, Users)

– Operating System

– Networks

– Databases 

– Applications
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Step 5:  Mask Production Data
Data Obfuscation

Protecting the Confidentially, Integrity and Availability of your most value asset. 
“Your Information”  
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Data to be Obfuscated

– eMail addresses

– Social Security Numbers (SSN)

– Phone Numbers

– Birthdays

– Bank Account Numbers

– Credit Card Numbers

Process

– Decrypt Data

– Masking Data 

– Encrypt Data

Masking Data - Examples
eMail UPDATE users  SET email = dbms_random.string('u', 8) ||'@MaskedData.com' ;
SSN UPDATE users  SET ssn = dm_fmtlib.mgmt_dm_gen_ssn_fh ('A','A', 2);
Phone UPDATE users  SET phone_main =  dm_fmtlib.mgmt_dm_gen_ph_usa_fh ('A','A', NULL);
Birthday UPDATE users  SET birthdate  = TO_DATE(TRUNC(DBMS_RANDOM.VALUE(TO_CHAR(DATE '1955-01-01','J'), TO_CHAR(DATE '1996-12-31','J'))),'J');
Bank Account UPDATE banks SET account_number =  trunc(dbms_random.value(100000000000,999999999999));
Credit Card: UPDATE credit_cards SET card_number =  dm_fmtlib.mgmt_dm_gen_ac_fh ('A','A',NULL) WHERE card_type = 'AMX';



Step 6: Micro-Segmentation
NSX

Action - For each VM establish:

– A Virtual Firewall

– An Access Control List

• NSX Micro-segmentation: 

– Establishing  a stateful firewall at the virtual network card (vNIC) for each virtual machine. To 

only allow the data flows required for applications to function 

– NIST VM-FW-R1, VM-FW-R2 and VM-FW-R3 Compliant
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Step 7:  OEM Registration
Optional

Improve manageability

• Register the databases and all related services with Oracle Enterprise Manager 
Cloud Control  (OEM)

– Centralized management

– Notification

– No need to duplicate skillsets 
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Exploiting the tools that already exist using vRealize Automation (vRA)

Steps

Options Selected

Automating the Process
Review of Steps / Options Selected

Standby Configure
• Host Name /IP 
• Database  /
• Service Name 
• ASM / HAS /Agent

Configure
Users /Passwords
• OS 
• Networks
• Databases 
• Applications

Register
• Database

• ASM /HAS

• Agent

Existing 
Network

Mask Prod.
Data
• eMail /SSN

• Phone / Birthday
• Account #
• Credit Card #

27

OEM Reg.
NSX 

Micro-
Seg.

Mask 
Prod. Data 

Configure 
Users

Configure 
VM & 

Database

Configure 
Network 
Security

Create the 
Clone

Micro-
Segmentation

• Virtual Firewalls

• Access Lists



Challenges

• Deciding on the optimal process (avoiding GIGO)

– How to minimize/eliminate performance impact of cloning

• Sometimes technical issues can be tricky

– e.g. Oracle Restart, ASM

• Segregation of duties
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Best Practices
What have we learned from this exercise?

Top Down: Political Fallout 

No Exceptions to Policy 

Adequate 
Educational/Training for 

expanded vision 

Know your Process: 
Written Process 

Auditing: Both technical 
controls & usage 

information 

The Technical Work 
is complex

No Fiefdoms
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What was accomplished 
– Masked the Production Data
– Micro-Segmentation
– Automated the entire process
– Cloned the Standby Database VM
– Configured the Network Security
– Configured the VM & Database
– Configured Users

Summary

Production

• No Dev /Test Privileges
• Auditing

SandBox

• Add /Remove Users
• Obfuscated Data
• Auditing/ Encryption

Dev / Test 

• No Prod Privileges
• Auditing
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Feedback
Roses & Thorns
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• What can we do better?

• What will help you?

• What other options should we 
consider? 



PLEASE FILL OUT
YOUR SURVEY.
Take a survey and enter a drawing
for a VMware company store gift card.

#vmworld #VAP3238BU



THANK YOU!

#vmworld #VAP3238BU



Appendix



The Team

Marie Deschene
– Boeing 

– Technical Project Manager 

– 20+ Years in the Industry 

– Marie.Deschene@boeing.com

Jeff Hutchins
– Consultant 

– Information Management

– 20+ Years in the Industry 

– Jeff@mypairings.com

Marlin McNeil
– Yucca Group, LLC. 

– Managing Partner

– 25+ Years in the Industry 

– Marlin_McNeil@yuccagroup.com

Victoria Whitlock
– Boeing 

– Governance and Security

– 20+ Years in the Industry 

– Victoria.Whitlock@Boeing.com

35

mailto:Marie.Deschene@boeing.com
mailto:Jeff@mypairings.com
mailto:Marlin_McNeil@yuccagroup.com
mailto:Victoria.Whitlock@Boeing.com

